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$313.5M 
Non-GAAP revenue,

traded in Nasdaq 

(CGNT)

Note: All figures on this page are for year ending January 31, 2024 (FYE24). GAAP revenue for the year ending January 31, 2024 was $313.4 Million. 

13 

Global offices
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Global R&D 

centers

1500+ 
Employees

30
Years 100+

Countries

~400
Customers

Investigative analytics software 
market leadership
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Threat intelligence - key drivers for security leaders

National

Sector

Entity 

specific

Internal

+ Limit external exposure to threat actors

+ Detect sensitive data leakage

+ Identify attack groups targeting the organization, the 

industry or the nation

Threat intelligence continues 
to play a centrifugal role as 
organizations evolve their security 
programs to identify and prioritize their 
external threat exposures
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LUMINAR 

Threat 

Intelligence

 Group

Making sure our 

products generate 

value for a wide range 

of industries

Threat 

Intelligence 

Experts

Extensive cyber 

research and analysis  

experience

Proven, well-established 

methodology that is fully 

embedded in the product

Understanding customer’s

needs and best-practices
Provide inputs to product 

roadmap and design 
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The GenAI revolution

+ Threat intelligence analysts and SOC teams must 
speed up risk assessment and analyze raw data at scale

+ Leveraging the power of GenAI to accelerate 
threat intelligence is a natural fit

GenAI technologies can support multiple use cases:

Contextualizing and 
enriching threat data

Identifying and visualizing 
key security trends

Sorting and filtering 
raw data

Prioritizing 
threats

Creating 
reports
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AI-driven threat findings
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Recognized as an Example Vendor 
in Gartner’s Emerging Tech: 

The Future of Cyber Threat 
Intelligence report (August 2024)
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Global Threat Landscape
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Key takeaways

+ Technology and government are the most targeted 
industries, amounting to 30% of attacks

+ 50% of attacks documented were financially-motivated

+ MOVEit flaw, alongside two Ivanti Connect Secure zero-days, 
were the most exploited flaws

+ Significant shifts in popularity of info-stealers, as recently 
emerged info-stealing malware took over the vector 
(accounting for over 70% of infections)

+ Multiple new ransomware variants are still emerging, almost 
on a monthly basis, despite law enforcement crackdown

1650
cyber feeds sales ads of stolen 

access credentials

9.4M 

ransomware 
Dark Web 

extortion sites

100+ 
key 

industries

26

WE ANALYZED:
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Top targeted industries: 2023 vs. H1 2024

Technology; 
23%

Government; 
21%

Financial; 
15%

Healthcare; 
8%

Telecoms; 
7%

Manufacturing; 
6%

Defense; 
6%

Commercial; 5%

Education; 
5%

Energy; 5%

2023

+ In H1 2024, cyber attacks against the Technology industry decreased in about 50%, while government entities remained a 
prime target

+ Attacks against the Healthcare industry increased in 50%

Government; 
21%

Financial ; 
13%

Healthcare; 
12%Commercial; 12%

Technology; 
11%

Education; 
7%

Defense; 
6%

Energy; 6%

Manufacturing; 6%
Transportation; 5%

H1 2024
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Threat actors: 2023 vs H1 2024

Cybercriminals; 
48%

Nation-
state; 39%

Hacktivists; 
3%

Others; 
10%

H1 2024

Cybercriminals; 
51%

Nation-
state; 33%

Hacktivists; 
4%

Others; 
12%

2023

+ Cybercrime and financial gain are still the top motivation for conducting cyber attacks

+ During H1 2024, an increase in nation-state APT attacks was seen, mainly against government entities
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Attacks timeline in Poland

FEB 2024
Turla APT group is using a new 

malware to target NGOs in Poland

2024

APR 2024
Mispadu banking trojan 

(aka URSA) is targeting 

end-users in Poland

MAY 2024
APT28 targets Polish 

institutions in a large-scale 

malware campaign

JUL 2024
Poland investigates Russia-

linked attack on state news 

agency (PAP)

AUG 2024
Phishing campaign targets SMBs 

in Poland
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Ransomware
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Ransomware attacks

+ Ransomware continues to grow and remains one 
of the biggest threats to organizations, in part 
fueled by Ransomware as a Service (RaaS)

+ During 2023, ransomware attacks increased ~40% 
worldwide 

+ Despite significant efforts of law enforcement to 
crackdown Ransomware gangs (such as LockBit 
in February 2024 and ALPHV/BlackCat in 
December 2023) the groups managed to continue 
their operations

+ During 2024, numerous new ransomware gangs 
have appeared, some of which use strains that 
surfaced in 2023 and were rebranded
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Top 10 active Ransomware groups in 2023 

+ LockBit has been the top ransomware family since 2022

+ Newly emerged groups are also active and prominent in the ransomware landscape

LockBit

2019 2019

Cl0p

Nov 2021

Alphv | 

BlackCat

Feb 2022

Black

Basta

Jun 2022

Play

Jun 2021

Vice 

Society

Jun 2022

BianLian

Mar 2022

8base

Mar 2023

Akira

May 2023

Rhysida

Since

Ransomware Group
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New Ransomware groups that emerged in H1 2024

* Leak site titled “Mydata” emerged in January 2024, although Alpha ransomware has been observed since May 2023

+ Are law enforcement crackdowns fueling the ransomware ecosystem?

+ During H1 2024, 9 new groups have emerged: 5 of them in April alone

dAn0n 

Apr 2024Apr 2024

Quilong

Apr 2024

Flocker 
(aka 

F SOCIETY)

Apr 2024

Space 

Bears

Apr 2024

Dark Vault

Mar 2024

Underground

Feb 2024

RansomHub

Feb 2024

Red (aka Red 

CryptoApp)

Jan 2024*

Mydata (aka 

Alphalocker,

 Alpha)

Active 
since
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Vulnerability Intelligence
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Vulnerability intelligence trends

Ivanti Connect 
Secure 

authentication 
bypass flaw; 21%

Ivanti Connect 
Secure command 

injection flaw; 21%
ConnectWise 

ScreenConnect flaw; 17%

Microsoft 
Defender 

SmartScreen 
flaw; 15%

Ivanti 
SAML 

SSRF flaw; 
15%

Microsoft Outlook 
vulnerability; 12%

H1 2024 Most Exploited CVEs

MOVEit flaw; 
29%

WinRAR 
flaw; 21%Citrix 

Bleed; 17%

Zoho’s 
ManageEngine 

ServiceDesk 
flaw; 12%

0-day in 
GoAnywhere 

MFT; 12%

Barracuda Email 
Security Gateway 

flaw; 10%

2023 Most Exploited CVEs

+ In 2023, the MOVEit flaw was actively exploited by the Cl0p ransomware group with over 2,600 victims worldwide

+ The two Ivanti Connect Secure zero-days were exploited by Chinese APT groups
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Top used TTPs by attack groups

Ingress Tool 
Transfer; 23%

Data 
Encrypted for 
Impact; 23%

Command & 
Scripting 

Interpreter; 19%

Application 
Layer 

Protocol; 
18%

Exploit 
Public-Facing 
Application; 

18%

2023

Phishing; 27%

Exploit Public-
Facing 

Application; 24%

Application 
Layer Protocol; 

20%

Obfuscated 
Files or 

Information
; 15%

Data Encrypted for 
Impact; 14%

H1 2024

+ During H1 2024, phishing was the leading TTP for various threat actors

+ An increase was seen in hacktivist-related TTPs, due to the geopolitical situation in Europe and the Middle East
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Top 10 vulnerabilities found in Poland
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Stolen Access Credentials
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Shifts in popularity of info-stealers on Dark Web platforms

+ Most popular info-stealers in H1 2024: RisePro and 
Lumma (accounting for 53% of infections)

+ Previously popular info-stealers are in decline:

• Racoon (99.8%)

• Redline (53%)

• Vidar (44%)

+ Infamous info-stealer, Rhadamanthys, was traded 
on Dark Web markets during Q1 2024, while the well-
known stealer Racoon has disappeared from them 
since Nov. 2023
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Popularity of common infostealers in Poland
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Stolen access credentials of users in Poland
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Trend of Polish stolen access credentials offered for sale on the Dark Web since 2023
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Dark Web trade in credit card data
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Threat Landscape of Poland
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Threat intelligence powered by GenAI 

Country View - 

Poland

Government Financial
Services

Transportation Defense Technology

T1071 (Application
Layer Protocol)

T1566 (Phishing)

T1190 (Exploit
Public-Facing
Application)

T1059 (Command
and Scripting
Interpreter)

T1105 (Ingress
Tool Transfer)

39% 

GOVERNMENT

>80% 

PRO-RUSSIA 

ATTACKS

27% 

T1071
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Threat intelligence powered by GenAI 

111 

INCIDENTS

38% 

APT28

28% 

WINRAR VUL.

CVE-2023-38831 (WinRAR)

CVE-2023-23397 (Microsoft Outlook)

CVE-2017-0199 (Microsoft Office)

CVE-2021-21974 (VMware ESXi)

CVE-2023-36025 (Windows
Defender)

Country View (cont.) - 

Poland
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Matrix of cyber adversaries – Poland
R
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Capability

Not Capable but Active Capable and Active

Capable and Somewhat Active

APT28 (Russia)

GreyEnergy (N/A)

Gamaredon (Russia)

Ghostwriter  (Belarus)

Iridium (Russia)

Killnet (Russia)

NoName057(016) (Russia)

Cyber Army of Russia (Russia)

Classiscam (Russia)

Emotet (N/A) 

Lazarus Group (North Korea)

Large-scale 

hacktivist campaign
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LUMINAR
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LUMINAR:
one solution for all your external threat intelligence needs

Threat Intelligence Digital Risk Protection 

(DRP)

External Attack Surface 

Management (EASM)

+ Threat actor TTPs

+ IOCs (Indicators 
of Compromise)

+ Built-in PIRs 
(priority intelligence 
requirements)

+ Finished intelligence 
reports

+ Brand protection 
(including takedown 
services)

+ Fraud monitoring

+ Executive/VIP 
protection

+ ATO (account 
takeover) detection

+ Deep/Dark Web 
monitoring

+ External asset 
discovery

+ External asset 
inventory

+ Risk scoring/ 
vulnerability 
prioritization
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Module-based approach to operationalize intelligence

M
o

d
u

le
 B

a
s

e
d

Holistically gather external threat data for maximum actionability, through 
contextualization, prioritization and multi-layered correlations

In-system interoperability and hyper-correlations to maximize risk scoring, prioritization and operationalism

Modules Capabilities

Executive 
dashboards

Customer threat 
data lake

Automated 
reporting

Early 
warnings

Attack surface 
management

Threat actor 
analysis

Compromised 
credentials

Vulnerability 
intelligence

Credit card 
fraud mitigation

Investigative 
portal
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Supporting leading organizations worldwide

+ National SOCs

+ Critical infrastructure

+ Telecommunication

+ Finance & Banking

+ Transportation

+ Healthcare

Customers

Partners

+ VARs/VADs

+ System integrators

+ MSSPs

+ Microsoft

+ Google

+ IBM

+ Palo Alto

+ Splunk

Technology alliances
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Thank you

cognyte.com
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