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WYyscig z czasem

— jak zwiekszy¢ swoje szanse przy
pomocy EDRa, ochrony tozsamosci,
SOARa i Threat Intelligence?

CEE SE Manager




You don’t have
a
problem,

you have an

problem.



know your adversary

AT THE HEART OF EVERY ATTACK IS A HUMAN ADVERSARY.
FALCON INTELLIGENCE REVEALS THEIR MOTIVATION AND TRADECRAFT TO KEEP YOU ONE STEP AHEAD.
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Interactive Intrusions by Region
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Interactive Intrusions Over Time | Q3 2022-Q2 2024

Interactive Intrusions by Motivation
Q3 2023-Q2 2024

Top Verticals by Intrusion Frequency
Q3 2023-Q2 2024
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eCRIME BREAKOUT TIME

62

Initial Lateral @

Access Movement

&

Defenders must act quickly

To contain the threat and minimize cost and
damage, defenders must respond within the
breakout time

They weaponize YOUR tools and
accounts

Adversaries use valid accounts and tools to move
laterally, making it nearly impossible to detect
abnormal activity and a potential breach

Fastest breakout time: 2 min, 7 sec

Nearly all security teams are not equipped to
respond in less than 2 minutes
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R develo

l 14 weooks prior to
Initial accoss

How about some real examples Robert?

l Intrusion
minus 6 days

e

Intrusion plus 6 minutes

ACCESS

+12-14

*3

-

PUNK SPIDER

A sarvice sccourt s Used to RDP
%o a system

FUNK SPIDER bagins their inliaf post-access
ncuons 12 minutes after leveraging the
compromised cradentials

PUNK SPIDER begns 10 conduct basic
NETWOK THCONNESSAnce and dowsloads
nadtony payicads urnque acro
CromdSirke telometry

PUNK SPIDER attempts 10 dumg addition
credentinds from o

sywtam in an stinempe &
look for acational privimges that coukd help
them in ther cbjectives

PUNK SPIDER begos to introduce custom
scripts onto the system in an attempt to
Mbvert Falcon snsor preventions
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The Falcon sensor flags this activity as
suspicious and alerts Faloon Complete
and Crowd Strke OverWatch

The Faicon sermor prevents thess Nies
from runming =n the systern in res time

The reconnaissance conducted by PUNK
SPIDER triggers CrowdStrike OverWatch
detectons, and the Falcon sansor prevents
the adaitioral payloads from runming

The sttempled credential dumrping crewie
sacational CrowdSirke OverWatch detections
which are being actively monitered

The Falcon sermor flags this sctivity as
suspicious and aerts Falcon Complote
aod Crowd Strke OverWatch

CrowdStnke Overwalch fas tnggered
customer alerts and ided the detais o

Intrusion minus Intrusion plus 5 minutes 23 Falcon Complete counterparts

appraximately 3 hours

nan O 0 o "
* Intrusion plus Faicon Complete containg the hosts while
2 escalainn

approximately 20 nvestigates

seconds CON TAINMENT

Intrusion minus
5 days, 20 hours

the Customer and furthes

Falcon Compate infornm the customer
sbout the host contanment and provides
* 15 mmediste recommendatons

Falcon Complete hokas an acvisory cab

with the customer detaling the disabing of

COMPrOMised SCCourts &b wid a8 custom
* 60 ICCACA preventions that were put in place

CROWDSTRIKE



Response speed

Initial access Discovery

62 Minutes e : ] —Q

Avg Breakout Time Achieved

Persistence Lateral Movement

Minutes matter

162 Hours

Industry Avg, MTTR (

)
D)
T Detect Tlnvestigate TRemediate
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Beat the fastest adversary at

Detect
Remediate

gih R
Falcon Complete’s mean-time-to- )
remediate Investigate

Investigate

))
¢

D
v
=

162 hours ‘

Industry average MTTR
Detect Remediate

Initial access Discovery

62 minutes

eCrime breakout
time Persistence

I
L

Objective
achieved
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Typical response timeline

End-to-end delivery with full-cycle remediation

_T.ri.age Onaol llab w/ Remediation actions
initiated ngoing coha dw determined and
Falcon Complete Over\ll\/attcl an executed
identifies threat Initial threat nte Attack map built; Tradecraft eliminated,
I contained ‘ more tradecraft added all hosts operational
Investigate Eradicate
0 min 45 min
Web shell intrusion Remediation done;

no customer effort

MTTR
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Disrupt adversaries with integrated
and

Adversaries tracked

Telemetry events/week
daily
.° . °* .. Leads of interest/day \
[ X J ... . \ '
o { ] ~ ° o0 ° k
3 s L) s New hunting
o oo techniques

Counter Adversary

Operations New 10Cs published
GETY
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Prioritize '

How exposed are we?

Possible lateral movement?

External exposed asset ® ’

3-hop attack path

_________

Internal
critical asset

Overall Asset Risk

Aggregation
(Endpoint, Cloud, Identity)

risk across
endpoint, cloud and ldentity
assets

through critical hosts and user
accounts

and respond
with RTR (Real-Time Response)
and
Falcon® Fusion playbooks

internet
exposures
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Indicators of attack (I0A)

REACTIVE INDICATORS OF COMPROMISE

 PROCESS
 ENUMERATES
 FILE SYSTEM
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You don’t need to brake in, you can log in

~

R
@ Enhanced Q Realtime @ Risk-Based
VISIBILITY PROTECTION RESPONSE

Get corT\pIete V|5|b|I|tY into AD, Detect and. block |c.ient|ty-based Add conditional access with MEA
baseline user behavior and threats in real-time across .
i ] ) ] based on user behavior and
anomalies endpoint and identity

changes in risk level
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Data from your entire estate

Multi-cloud 10T and CrowdStrike Security and IT
Tools Plants Telemetry SOAR
| B HEEN s s |
NN SRR h i IR
______________________________________ ] b 4 b CROWDSTRIKE i i ]

Public Cloud
Security and
Compliance
H Business
i Analytics
Private Cloud
Intelligence and Compute and Storage Networks Applications ITSM
Enrichment §ROWDSTRIKE
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Ask any question to accelerate investigations

Which threat
actors target my
industry?

and get fast, actionable answers to stop threats quickly
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Thank you.

® CrowdsStrike, Inc. All rights reserved.
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CEE SE Manager
robert.michalski@crowdstrike.com
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