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Ivantl CVE-2023-46805 9.1 CVSS

CVE-2024-21762 9.6 CVSS

@ CVE-2024-20337 8.2 CVSS

'% CVE-2024-3400 10.0CVSS
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https://forums.ivanti.com/s/article/CVE-2023-46805-Authentication-Bypass-CVE-2024-21887-Command-Injection-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure-Gateways?language=en_US
https://www.fortiguard.com/psirt/FG-IR-24-015
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-secure-client-crlf-W43V4G7
https://security.paloaltonetworks.com/CVE-2024-3400
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https://cybernews.com/security/rockyou2024-largest-password-compilation-leak/
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Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords previously exposed in data breaches. This exposure
makes them unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're
searchable online below as well as being downloadable for use in other online systems. Read more about how HIBP protects

the privacy of searched passwords.

(W pwned?

Oh no — pwned!
This password has been seen 42,542,807 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before,
change it!
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), Korzystanie z “popularnych” haset... ale z twistem

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish/thank-you



https://www.proofpoint.com/us/resources/threat-reports/state-of-phish/thank-you

SECURITY
Admini | polityki — lista wstydu TRENDSE

Q Wymaganie czestych zmian haset

Q Zte praktyki w przechowywaniu danych uzytkownikow

Q Wymagania dotyczgce ztozonosci haset

TrOub4dor&3 l - kartka konferencja wino smerf

Q Nie zmienianie haset na infrastrukturze

Q Brak albo zbyt wolna reakcja na incydenty

Q Brak wielosktadnikowego uwierzytelniania
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= Sign in to your Microsoft act

live.not-a-phish.com/login.srf?wa=wsignin1.0&rpsnv=152&ct=17173237358&rver=7.0.6738.0&wp=MBI_SSL&wre...

a0 Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Q Sign-in options

Terms of use  Privacy & cookies
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rary Piotr Naimski <naimski@gmail.com> £ © Reply "™ RepiyAlllv  ~ Forward @ A
<t Re: Pd: Prosba o pomoc w zorg. spotic. z P. Naimskim (pilne)

To mdworczyk@wp.pl @
Po pierwsze 1i 2 X bede w Londynie.
Po drugie jednak nie widze potrzeby takiego spotkania. To jest 100% odpowiedzialnosc tej firmy i nie jest zasadne by w JAKIKOLWIEK SPOSOB MIZNA BYLO POWOLAC SIE PUBLICZNIE ALBO P(
KONSULTACIE Z CZYNNIKIEM "POLITYCZNYM W POLSCE".
Pozdrawiam

PN

Sob., 29.09.2018, 17:35 uzytkownik m.dworczyk@wp.pl <m.dworczyk@wp.pl> napisat:

. Szanowny Panie Ministrze,

; otrzymatem od znajomego z lat harcerskich takiego maila. Czy mam w tej sprawie podjac jakies dziatania?
| tacze wyrazy szacunku

Michat Dworczyk

viicnat,

prosze o pomoc w zorganizowaniu spotkania mojego szefa, czyli Adama Sikorskiego — prezesa firmy Unimot SA (www.unimot.pl) z p. ministrem Piotrem Naimskim w celu omowienia stanc
rzadu do zaangazowania polskiej firmy (Unimot SA) w posrednictwo migdzy saudyjskim koncernem paliwowo-chemicznym Saudi Aramco (www.saudiaramco.com/en/home.html) a rafine
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- https://www.itgovernance.co.uk/blog/51-must-know-phishing-statistics-for-
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© Facebook Password Stealer v2.1 E‘_@

i}l Facebook Password Stealer

Login Information:

.:‘ =g Facebook Email:
L & = 8 2 Password:

)’_L - Qk B Target Information:
A , , N URL/Email o

Hack Show Password ’
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8 Sign in 10 your Micro:

== live.not-a-phish.co narf?wa=

Y Microsoft

Sign in

Email, phane, of Skype

Ne account? Creals one

('-:"\‘ Sign-in options

femsof use Privacy ACookias e |
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We use optional COOkES 1O IMProve your expenence on our websites, such as through socs media connections, and 10 display personaised
advertising based an your online activity. i you reject optional cookes, only cookies necessary to provide you the services will be used. You may Accept Reject

change your selection by dicking ‘Manage Cookies’ st the battom of the page. Privacy Statement Thirg Pary Cookies

Manage cookies

=- Microsoft I Microsoft 365 Outiook Products For business  Plans and pricing  Suppon Buy now | All Microsoft Search p Sign in

[
i)

.
{
|
|

Outlook for everyday email e

and calendars R
Stay on top of multiple accounts with email, calendars, and contacts in s ‘ PR e

one place. Available on desktop, mobile, and web. 0‘; st ,

Sign in Create free account A

/R -

See plans & pricing

Overview Take the tour Download the app Pricing Microsoft 365 Apps

21
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https://fidoalliance.org/wp-content/uploads/05-GDasher-Becoming-Unphishable.pdf
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Second Factor Support Incidents TRENDS

= Secufty Key
- == OTP Yo

+ Active Security Key users

Support incidents per user per month
Percent of users using Security Keys
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https://fidoalliance.org/wp-content/uploads/05-GDasher-Becoming-Unphishable.pdf



TRENDS El

&greeneris

https://fidoalliance.org/google-case-study/
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Live Demo

Rozwigzania Secfense
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4 abbix cid secierns X » Seclense Service Desk

servicedesk cld secfense.com
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SECFENSE

THE FAST TRACK TO PASSWORDLESS

The fastest and easiest way to introduce
passwordless authentication within the
entire organization.
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