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About me
► 25+  years of professional experience in off-sec

► 15+ years of Microsoft Certified Trainer

► 1000+ completed security projects

► Andrzej is a specialist and architect of cybersecurity in the cloud. He has experience 
with Microsoft Azure, AWS, GCP as well as on-prem systems.

► Cloud solutions are a tool for him that can help in securing any business. When he is 
not working, he attends conferences, meetups and writes articles for his blog.

► MVP Security
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History Microsoft Copilot for Security

 April 2025
Overage SCUs - General Availability

 Customers can set an overage amount of SCUs to ensure that additional SCUs are available when initially provisioned units 
are depleted during unexpected workload spikes. Overage units are billed on-demand and can be set as unlimited or a 
maximum amount.

 Splunk - Public preview

 The Splunk plugin enables customers to perform searches in Splunk, retrieve alerts, and others.

 Microsoft Threat Intelligence recommended actions - General Availability

 When investigating a vulnerability or attack utilizing an exploit, it's critical to understand the recommended actions for 
mitigation. This information is now available through the Microsoft Threat Intelligence plugin.

 Microsoft Threat Intelligence - Malware encyclopedia integration - Public preview

 When investigating an incident involving a malware it's critical to quickly get the information about this malware, relevant 
Defender for Endpoint version and guidance for next steps. This capability allows customers to query this information directly in 
Security Copilot.



Security Copilot primary use cases

Investigate and 

remediate security 

threats

Build KQL queries or 

analyze suspicious 

scripts

Understand risks and 

manage security 

posture of the 

organization

Troubleshoot IT issues 
Configure secure 

lifecycle workflows

Develop reports for 

stakeholders







Plugins overview Microsoft Security 

Copilot
Microsoft plugins

 Security Copilot uses the on-behalf-of authentication flow to provide 
access to other Microsoft services that your organization already has 
access to. For more information, see 

 Azure AI Search (Preview)

 Azure Firewall (Preview)

 Azure Web Application Firewall (Preview)

 Microsoft Defender External Attack Surface Management

 Microsoft Defender Threat Intelligence

 Microsoft Defender XDR

 Microsoft Entra

 Microsoft Intune

 Microsoft Purview

 Microsoft Sentinel 

 Natural Language to KQL for Microsoft Defender XDR

 Natural Language to KQL for Microsoft Sentinel (Preview)

Non-Microsoft plugins

 AbuseIPDB (Preview) - Report and identify IP addresses that have 
been associated with malicious activity online.

 Aviatrix (Preview) - Allows customers to use Microsoft Defender Threat 
Intelligence with Aviatrix to gain insight into new threats and mitigate 
them through firewall policy enforcement.

 CheckPhish (Preview) - Analyze URLs for potential phishing threats, 
tech support scams, cryptojacking, and other security risks.

 CIRCL Hash Lookup (Preview) - Validate suspicious files in the form of 
hashes, either MD5, SHA-1, or SHA-256.

 CrowdSec CTI - Find information about IP addresses and verification 
or identification of potential aggressive IP addresses.

 CyberArk Privilege Cloud - Get information about privileged identity 
accounts.

 Cybersixgill - Offers real-time threat intelligence solutions to help 
security teams detect and respond to imminent threats from the 
clear, deep, and dark web.



Application Gateway (WAF)

 Works on 7th layer

 Managed PaaS service with in-built scalability 
and in-built automation

 Can protect up to 40 sites

 OWSPA 3.1 /3.0 / 2.9 standard set of rules

 You can pick which rules are enabled / disabled, 
can create your own set of rules

 Works with Log Analytics to analyze the traffic 
stopped by AppGW

 Integrates with Azure Security Center and Azure 
Sentinel



Entra ID

 Single Sign-On (SSO)

 Multi-Factor Authentication (MFA)

 Passwordless Authentication

 Conditional Access

 Identity Protection

 Privileged Identity Management (PIM)

 Role-Based Access Control (RBAC)

 Identity Governance (Access Reviews, 
Entitlement Management, Lifecycle 
Workflows)

 Self-Service Password 
Reset/Change/Unlock

 Automated User and Group Provisioning

 Reporting and Analytics

 Hybrid Identity (On-Premises Directory 
Synchronization)

 Application Management (SaaS 
Integration, Application Proxy)

 Device Management

 Managed Identities for Azure Resources

 Business-to-Business (B2B) Collaboration

 Business-to-Customer (B2C) Identity 
Solutions

 Risk-Based Conditional Access Policies



Microsoft 
Sentinel

Microsoft Sentinel is a cloud-native SIEM. A SIEM system 

is a tool that an organization uses to collect, analyze, 

and perform security operations on its computer systems.



Microsoft Defender EASM (External Attack 
Surface anagement)

Defender EASM discovery includes the 

following kinds of assets:

Domains

IP address blocks

Hosts

Email contacts

Autonomous system numbers (ASNs)

Whois organizations



Microsoft Defender Threat Intelligence

Continuous Threat Intelligence

Adversary Identification

Enhanced Alert Investigations

Accelerated Incident Response

Threat Hunting

Vulnerability Management

File and URL Detonation Analysis

Integration with Microsoft Ecosystem



Azure Firewall features

Stateful firewall as a service

Built-in high availability with unrestricted cloud 

scalability

Create, enforce, and log application and 
network connectivity policies 

Threat intelligence-based filtering for L3-L7 

Fully integrated with Azure Monitor for logging 
and analytics

Support for hybrid connectivity through 
deployment behind VPN and ExpressRoute 

Gateways

Standard and Premium SKUs 



Defender for 

Cloud 

DevSecOps solution that 
combines code-level security 
management across multi-cloud 
and multi-pipeline environments

Cloud Security Posture 
Management (CSPM) solution that 
provides actions you can take to 
prevent security breaches

Cloud Workload Protection 
Platform (CWPP) with targeted 
security for servers, containers, 
storage, databases, and other 
workloads



Dziękuje 

Andrzej Kokociński
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