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Entra ID Er_ltra} Entra Entra Entra Entra Entra Entra
Permissions Verified ID ID Governance  Workload ID External ID Private Access Internet Access
Management

Microsoft Entra

Microsoft EntraPlan 2 Microsoft EntraSuite

»> EntraMFA 2> EntraPriviligedidentity Management sy EnraverifiediD » Entralnternet Access
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> EntraCrossTenant »» EntraAdministrativeUnits Y EntralD Permission :
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(D’

Zmiana lokalizacji /

Q dziatu
Zatrudnienie =) SaaS app
HR SaaS app pracownika I_R_I
L
@ 0 Aquera @ @
Joiner-Mover-Leaver a 0 i 0
A Process Awans
Zakonczenie CO\ R™R  uzytkownika
stusunku
pracy

|
Rezygnacja

uzytkownika ] MiCI"OSOﬂ:

Solutions Partner



ol NI D

Pracownicy

Uzytkownicy zewnetrzni

Partnerzy &
podwykonawcy

Konta
administracyjne

Rodzaj urzadzenia
System operacyjny
Wihasciciel urzadzenia

Zgodnosc¢ z zasadami

Geo-lokalizacja

Sie¢ firmowa

Przegladarkowa

Zainstalowana

A
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Za pomoca czego...

Z jakiej lokalizacji...

Rodzaj aplikacji

Il FYAS Rz2alat LISY,

Kontekst Decyzja

Akceptacja
regulaminu
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poziom dostepu
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Nowe sposoby uwierzytelnienRasswordless

Phishing-resistant Passwordless

© 66000 6

Microsoft Windows Hello FIDO2 Biometrics  Certificate based Microsoft
Phone sign-in for Business Standard Authentication ~ Authenticator
Passkey
Microsoft Auth Software Hardware SMS & Voice Temporary Email OTP QR code
Push token token call Access Pass (preview)
notifications OTP OTP
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Kompleksowa integracja z PKI oearralD

HR Directory ’
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Personal

orites here on the favorites bar. Manage favorites now

) mntestintune@gmail.com

@ Not syncing

We've detected this account on your device and Warsaw ‘ €§3

we need to verify it before you can complete sign

in, and set up sync. English
Complete sign in

Wallet

@ Set up new personal profile ing. Wikipedia Dodaj skrét

& Other profiles > Browse as guest

Set up a new work or school profile

= | - - ENG 12:48 PM pz
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G | Search |
E’J Import favorites For quic
Welcome t
Edge, ther
browser o

Let's start by signing y
passwords, browsing
Cloud.

Sign

Start

Microsoft Privacy Statd

https://privacy.microsoft.com/pl-pl/privacystatement

[D -= Q Search

< 250410_hybridaduser1@greendemo.pl

Enter password

Forgot my password

Use your face, fingerprint, PIN, or security key instead

Zaloguj sie, aby uzyskac dostep do narzedzi i aplikacji
Naszedemo i zacza€ prace
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£ Import favorites For quic

Edge, ther
browser o

Let's start by signing y
passwords, browsing
Cloud.

Sign

Start

Microsoft Privacy Statcls

https:/fprivacy.microsoft.com/pl-pl/privacystatement

m i= Q. Search

250410 _hybridaduser1@greendemo.pl

You cannot access this right now

Your sign-in was successful but does not meet the criteria to
access this resource. For example, you might be signing in
from a browser, app, or location that is restricted by your
admin.

More details

Zaloguj sie, aby uzyskac dostep do narzedzi i aplikacji
Maszedemo | zaczad prace

Prywatnosc i pliki cookie Warunki uzytkowania

Mo audio device is installed

an - . ENG 12:54 PM F
[ N - ':.- B '{... ™ e L7 o 3/28/2025 E
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®° M ™ Login|Microsoft 365 Copilot X — a X
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S = G (5]  https://www.office.com < o 9 g fee N e [ S
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=. Microsoft | Microsoft 365 Products ~  Resources ~ Templates Support  More v All Microsoft ./r"\. I

Introducing Microsoft Copilot: Meet your everyday Al companion for work and life. Learn more >

Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share, and collaborate all
K in one place with your favorite apps now including Copilot.*

Sign up for the free version of Microsoft 365 >
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®° M ™ Login|Microsoft 365 Copilot X — a X
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S = G (5]  https://www.office.com < o 9 g fee N e [ S
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=. Microsoft | Microsoft 365 Products ~  Resources ~ Templates Support  More v All Microsoft ./r"\. I

Introducing Microsoft Copilot: Meet your everyday Al companion for work and life. Learn more >

Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share, and collaborate all
K in one place with your favorite apps now including Copilot.*

Sign up for the free version of Microsoft 365 >
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: T Sign in to your account x 4+

o O (3] https;//login.microsoftonline.com/common/reprocess?ctx=rQQIARAAhZMT7jNsEGMfzuKRITHLhoAiYbuhwUlz... 1Y =

& greeneris

L
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250410_hybridaduser1@greendemo.pl

Share your location from Microsoft
Authenticator

We've reached out to your Microsoft Authenticator app
because you need to share your location to get access to
this resource. You may need to open your app and
approve. Make sure you've granted permission to access
your location,

Open your Authenticator app, and enter the number
shown to sign in.

69

Mo numbers in your app? Make sure to upgrade to the latest
version.

More information

Cancel

22



; i} @& OneDrive x  + = ]

O -] https:y//naszedemo-my.sharepoint.com/7login_hint=250410_HybridADUser1%40greendemo®%2Ep B A 9 =

3 @) greener - 250410 HybridaD .. (20)

® Your organization doesn't allow you to download, print, or sync using this device. To use these actions, use a device that's joined to a domain or
marked compliant by Intune. For help, contact your IT department.

More info,

Recent @l Word & Excel @ PowerPoint lol PDF = More Filter by name or person

MName Opened Owner Activity
= Docl - 250410 HybridAD
0= My Files =fm ago User1

0B k< & 5 &0 8 °

: - - - ENG 1:39 PM
mm Q Search E % -2 8 2 A
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3 i} |. OneDrive ¥ [0 Docl.docx x4 = (]
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C"} B https://naszedemo-my.sharepoint.com/:w:/r/personal/250410_hybridaduser1_greendemo_pl/_layouts/1... Ad 7 {é o
0l Dot G ~ /2 Search for tools, help, and more (Alt + Q) £03 250410 HybridAD ... @
File Home Insert Layout References Review \View  Help ] Comments *\» Catch up £ Editing ~
lfa Autosaved online to Documents .12~ B [ U ﬁ P EE v =~ |Normal v o v -!,- g ;ﬁ':- ﬁ' VAT
) New > i i : ) i ) L ;
| to download, print, or sync using this device. Te use these actions, use a device that's joined to a domain. For X
[= Open >
[* Share >
0 Create a Copy @ >
|- Export » |
5
(0 Rename
Fg Move File
@ Wersion History
(i) Info >
Page 1of 1 Owords English (U5} Text Predictions: On Editor Suggestions: Showing 0 — —@—— + 100% I Fit Give Feedback to Microsoft

24
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— Home View

~ Favaorites
&4 Inbox
E> Sent Items

72 Drafts

~ Folders
& Inbox
77 Drafts
B> Sent Items
‘@ Deleted Items
€3 Junk Email
(7 Notes

= Archive

F3 Conversation Hi...

£a Search Folders

Outlook [ROSEEElE)
Help
- 3 P> €
Focused Other
~  Today
250410 HybridAD User1
D Y

test attachments
Mo preview is available.

=4 modern-work-p...

250410 HybridAD ... (2U )

&, > ~ [’ Quicksteps ~ ) Read/Unread ¢ ~ g
o = 1 test attachments ~
& s modem-...[28).pdf
7
157 PM Ly 250410 HybridAD Usert @)

U@ To: +1 other Wed 3/26/2025 1:57 PM
(*) Your organization doesn't allow you to 4
view, download, or print attachments
from this device or browser. For more
information, contact your IT
administrator.

Learn More

y modern-work-plan-comparis... .,
[ [m=] )
= T1KB

€~ Reply ~7 Forward
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|f| https://myaccess.microsoft.com/@naszedemo.onmicrosoft.com#/access-packages ﬂf' {é

£ Import favorites o a E

{::} fJ IPPHE‘HS | My Access -~ L Search packages by name, description or resources 2U
e &
o Access packages
Access groups and teams, SharePoint sites, applications, and more in a single package. Select from the following packages, or search to find
what you're looking for.
A ¥ g
E' Available (4) Active (0) Expired (0)
O
Name T Actions
@
250410-AccessForGREENDEMOLocal AppViaGSA Request
250410-AccessFor5SPOSites Reguest
AM - QA Tester Request
B Department-Marketing Request
".oéq’
o
=2
v
26
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3 BY My Access x B - = £\ |
G greeneris

<« O ()  https://myaccess.microsoft.com/@naszedemo.onmicrosoftcom#/access-packages o o=

£3 Import favorites o e X

250410-AccessForSPOSites

Request details Resources

View by: | All resources (4)

250410-Site2-LimitedAccessBYOD-ReadOnly
Site - Role: 250410-Site2-LimitedAccessBYOD-ReadOnly Members

250410-Site1-BlockAccessBYOD
Site - Role: Cztonkowie witryny 250410-Site1-BlockAccessBYOD

250410-Site4-FullAccess
Site - Role: 250410-Site4-FullAccess Members

250410-Site3-LimitedAccessBYOD-WebOnly

Site - Role: Cztonkowie witryny 250410-Site3-LimitedAccessBYOD-
WebOnly

s ENG 3:25 PM
N &8 pp % 3/26/2025

kN

l

== Q Search kL o :
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2 O EF MyAces x 4+ - 8 X

G greeneris
< O ]  https://myaccess.microseft.com/@naszedemo.onmicrosoft.com#/access-packages 7 e o \'.’

£ Import favarites D a ﬂ

< Additional questions

Business justification *

Frosba o dostep z urzadzenia prywatnego

s
R

T

- ENG 3:27 PM
== Q Search E O & N e &% 3608
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0 & MyAccess x EES = ] X

O ]  https://myaccess.microsoft.com/@naszedemo.onmicrosoft.com#/access-packages i = 9 Q;’greenerls

£ Import favorites D a E

\ne
o
1%

0

140

1"::\ | |_.,_| ] |S | My Access -~ ,D Search packages by name, description or resources '::EU::'

Your request to add '250410-
Access packag es AccessForSPOSites' is being processed.

Access groups and teams, SharePoint sites, applications, and more in a single package. Select fr

Wed, 26 Mar 2025 14:30:54 GMT

what you're looking for.

Available (4) Active (0) Expired (0)

Name § Actions
250410-AccessForGREENDEMOLocal AppViaGSA Request
250410-AccessForSPOSites Reguest
AM - QA Tester Request
Department-Marketing Reguest

29
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- ® MO &F MyAccess x  + : 102.168.250.25 = a8 x

G B https://myaccess.microsoft.com/@naszedemo.onmicrosoft.com#/request-approval A {? {‘E Ql" g ree n e ” S

Aan \-.', greener S ‘ My Access L Search approvals by name or package @

b

Approvals

1 pending

Pending History

Access packages

D v/ Approve X Deny
C&, -
S @ Name Requested package Requested for
= 250410 HybridAD User1 250410- 250410 HybridAD User1
: : Revi
O 2pSI0410_HybndADUser1 @greendemo AccessForSPOSites ?;35;041 0_HybridADUser1@greendemo eview
B
o2
o
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(&) (3  https://myaccess.microsoft.com/@naszedemo.onmicrosoft.com#/request-approval

Approvals
& PP

A
S|

1 pending

Pending History

D) v Approve X Deny
Q
© () Name
= 250410 HybridAD User1
O 250410_HybndADUser1@greendemo
pl
(R
(B
KPé'O-.;
&

Requested package

c; gl'eenefis l My Access L Search approvals by name or package

Requested for

250410 HybridAD}
250410_HybridADUsg
Dl

° &
®

Access request

Access to 250410-AccessForSPOSites

Requested by 250410 HybridAD User1
250410_HybridADUser1@greendemo
-pl

Requested for 250410 HybridAD User1
250410_HybridADUser1@greendemo
-

Due Apr 9, 2025 3:31 PM CET

Request details >
Package details >
Approval history >

Decision *
@ Approve

O Deny

Provide reason

== Q Search

e A & N6 oy 3:55 PM

3/26/2025

‘

D greeneris

31



é

EJ Import favarites

—
—

&

o]
Qag

im]
G

@
N

BE My Access *®

B https://myaccess.microsoft.com/@naszedemo.onmicrosoft.com#/access-packages/active/e792b31d-93d2-40...

D a 5

[]l’ﬁf‘?‘ﬂeris | My Access ~-

< Active

Access packages

Access groups and teams, SharePoint sites, applications, and more in a single package. Select

what you're looking for.

Name T

250410-AccessForSPOSites

+

S0 Search packages

= O

IS

250410-5ite2 -Limited AccessBYOD-
ReadOnly

https://naszedemo.sharepoint.com/sites,2
50410-5ite2

Role assigned - 250410-5ite2-
LimitedAccessBYOD-ReadOnly Members

250410-5itel1-BlockAccessBYOD

https://naszedemo.sharepoint.com/sites,2
50410-5ite1

Role assigned - Czlonkowie witryny
250410-5ite1-BlockAccessBYOD

250410-5ited-FullAccess

https://naszedemo.sharepoint.com/sites/2
50410-5ited

Role assigned - 250410-5Sited-FullAccess
Members

250410-5ite3-Limited AccessBYOQD-
WebOnly

https://naszedemo.sharepoint.com/sites,2
50410-5ite3

Role assigned - Czlonkowie witryny
250410-5ite3-LimitedAccessBYOD-...

‘ Share || Reimove access

F ENG
s (] ELP l;:? E'b

o

(@)

Y

4

357 BM
3/26,/2025

o\ i
G greeneris
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,3, 0O |=. My Access X [ Access Denied ®x  + _ &5

&« O ] https://naszedemo.sharepoint.com/_layouts/15/AccessDenied.aspx?p=18type=accessremoved&correl... A5y e g

£l Import favarites D a5 5 5 D

Access Denied
Due to organizational policies, you can't access this resource from this untrusted device.

Here are a few ideas:

(3 Please contact your organization.

If this problem persists, contact your support team and include these technical details:

Correlation 1D: 77528ea1-306e-c000-3c96-bodT2c5c4670
Date and Time: 3/26/2025 5:03:15 AM

User: 250410 _hybridaduser1@greendeme.pl

Issue Type: User has encountered a policy issue.

213 | | = /s ENG 4:03 PM
= am A E % 28 28 ~ B s H % a0

o\ i
G greeneris
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S DO |5 MyAces X [P 250410-Site2-LimitAccessBYOD-! X = = - 8 ’

<~ G [0 https://naszedemo.sharepoint.com/sites/250410-Site2/Shared%200ocuments/Forms/Allltems.aspx AT ‘f_"f s ',i

Eglmportfavcurites o a E ﬂ s ﬂ ﬂ

i G Jreeneris  sharepoint o 250410 Hybridao .. (20)

'33' Your organization's security pelicy has marked this site as read-only and doesn't allow you to add, edit, download, print or sync resources from this site. For help contact your [T

department.

= 250410-Site2-LimitAccessBYOD-WebOnly private group 1 Notfollowing & 4 members

BB Editingrid view s Sync (7] Add shortcut to OneDrive  EZ Pinto Quick access - — All Documents v 5¢  [E Details 7

Documents [y ~

Y
? In channels
3
~ In site library
[ Name ~ Modified ~ Modified By ~
Copywriters = December 2, 2022 Rafal Stas
General = December 2, 2022 Rafal 5tas
L J

® (2] D = © © @

)

213 P | - ENG 4105 PM
T Q [ 1 .r‘ - f}- a @ ."‘ o w us ) 3/26/2025
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& G () https://naszedemo.sharepoint.com/sites/250410-Site3/SitePages/TrainingHome.aspx Ay 7= 9

3 Import favorites o e x5 5 5 5B

SharePoint 2 250410 HybridAD ...

@ Your organization doesn't allow you to download, print, or sync using this device. To use these actions, use a device that's joined to a domain or marked compliant by Intune. For help,
contact your IT department. More info.

vo  250410-Site3-LimitedAccessBYOD-WebOr Private group ¥ Notfollowing & 4 members

+ New - 63 Page details Analytics Published & Share - g Edit A

SZKOLENIE FIRMY CONTOSO

Witamy na kursie!

W tym kursie dowiesz sie o konfiguracji w
stylu odpowiadajacym klasie, jak rowniez

odyskusjach online, wspétpracy w ramach
projektu zespotowego i uczestniczeniu w...

E3 4R - < ~ ENG 4:05 PM
o Jm Q [ a = ‘-'E ﬁ g Q.:J N k8 s 7 % 3/26/2025

® DO |E¥ MyAcces X [P 250410-Site3-LimitedAccessBYOL X = - 8 X
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% b 250410-Sited-Fulldccess - Home X

: I |=. My Access
<« C (3 https://naszedemo.sharepoint.com/sites/250410-Sited/ AV v=

£ Import favorites D e X B > D> D
{‘_} greener SharePoint

250410 HybridAD ... {2 )

17 MNotfollowing & 2 members

250410-Site4-FullAccess e oo

+ New - {6t Page details Analytics Published [& Share - / Edit A

[
<
News
+ Add -
Keep your team updated with news on your team site
From the site home page you'll be able to quickly author a news post - a
status update, trip report, or even just highlight a document with some...
Add News
Activity
® (2 O B © ®
4:06 PM

&5 == Q L .fi _- L a g fal

 ENG
~ e F 3/26/2025
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i &} Greeneris » Sign in to your account * | —|— ! 192.168.250.25 — (] X

x . g & Jreeneris

G (O httpswf ls¥ ) o=
Automatically sign in to all desktop apps and websites B O
%:',F g rﬂ on this device? "~

Selecting Yes, all apps will:

Bezpt

« Allow us to use your work or school account to sign you in to other desktop apps b
s E c and websites you use on this device.

+ Register this device with your organization, allowing your organization to view
Ac ‘ device information like the device's name.

i
Skorzys Is this a shared device? If so, consider signing in to this app only.
dziedzi
< Your organization also needs to manage this device to access some enterprise . )

Spotka resources. Allowing this will enable your IT admin to perfarm various operations
bardzie remotely like controlling settings, installing apps, and resetting this device. ¢
zarzgdz “ i | \“

pracow Allow my organization to manage my device Q —1 7 7

Zob

Learn more

Yes, all apps { No, this app only

Wykorzystujemy pliki COOk s Eery e Jpolityce prywatnosci.

Czy zgadzasz sie na wykorzystywanie plikow cookies? [EVGEN-M Polityka prywatnosci
38
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= [f'ﬁ] i | - |"'¥ Home | Microsoft 265 Copilc. X |E Mail - 250410 HybridAD Use: X b 250410-5itel-BlockAccessBY X —|— — (] x

“— C‘ 5 https://naszedemo.sharepoint.com/sites/250410-site1/5itePages/CollabHome.aspx Ay g f‘E e ",b

&k e3>

£ Import favarites

SharePoint

G greener

b=

Private group 17 Mot following £ 3 members

® 250410-Site1-BlockAccessBYOD

Home + MNew - f52 Page details Analytics Published [& Share - Z Edit A
. [
Konwersacje
O News Szybkie linki
Dokumenty
+ Add -
B Notes @ Dowiedz sie wiecej o witrynie...
Keep your
G, Strony ‘ team... @ Dowiedz sie, jak dodac strone
From the =it...
=4 SharePoi
@ Zawartosc witryny arePoint now
_ News Documents See all
Recycle bin ]
Keep your team What is a B
Edit engaged by team site? = All Docur
sharing content A SharePoin...
and updates SharcPor
arePoint now D Name
Add News .
- @ Presentation.pptx
Add a page
to a site
L

== Q Search

L 2-CaE >

Using pages...

ENG 4116 PM
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@ gl'eeneris Search apps

THIS DEVICE

Device status

Learniabout @ Can access company
thisipicture G resources

This device meets
V NASZEDEMO Greeneris sp. z
0.0. compliance and security

VSECEMS MN-250410-CL1 & policies. You can access

User resources like company email
with this device.

Actions

o‘
Microsoft Check access

Edge

Device information

Original Name
MN-250410-CL1

Model
VMware7,1

B Qs L2 @Y @

ENG
PLP

42N\

&%

4:44 PM
31/2025
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Remote Desktop

Leam’a%:out_, ¥ '
this picture

< Connection
,ﬁ“’"h

F Computer: 1 dc02.greendemo local

Microsoft
'E‘;‘;S:’ Username: GREENDEMO\mnajgrodzki

You will be asked for credentials when you connect.

(¥  Show Options

Remote Desktop Connection

o Remote Desktop can't find the computer "dc02.greendemo.local”. This might mean that
"dc02.greendemo.local” does not belong to the specified network. Verify the computer name
and domain that you are trying to connect to.

See details

41
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RecyclEBing

Learn ggdut».
this picture

~
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Microsoft
Edge

=l |
Al

Q Search

Enable

Collect Logs

Advanced Diagnostics

>
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Microsoft
Edge

® Global Secure Access Client

Control Command
Client enabled.
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RecycleBin

® i . — b Remote Desktop Connection
L'earn abouts > |

e | Remote Desktop
+>¢) Connection

»*“ffl

\

General Display Local Resources Experience Advanced

Microsoft Logon settings
Edge P L Enter the name of the remote computer.
B
dc02.greendemo local
T

w Windows Security

Enter your credentials

These credentials will be used to connect to
dc02.greendemo.local.

250410 HybridAD Userl

Password
'1'.:5 ssword

GREENDEMO\250410_hybridaduserl

\:J Remember me

] | Coarch : — ENG 11:17 AM
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Microsoft Entra admin center

S W D 8 5 2

Be

pod

: . = =] 250410_HybridADUser1... (@
L Search resources, services, and docs (G+/) T Copilot Ll Eﬁg A NASZEDEMO (GREENERIS) @

Home > Users > Privileged Identity Management | Quick start > Users > 250410 HybridAD User1

al

User

» 250410 HybridAD User1 | Assigned roles - X

‘ O Search

Qverview

Audit logs

© O pe

Sign-in logs

Diagnose and solve problems

B X

Custom security attributes

Assigned roles

2

i&  Administrative units
&8 Groups

:s2 Applications

4 Licenses

[l Devices

Azure role assignments

‘ & Add assignments O Refresh ,0? Got feedback?

a
Eligible assignments Active assignments  Expired assignments

‘ Y Search by role

Role Ty  Principal name Scope Tl  Membership Ty State Start time End time
User Administrator 250410_HybridADUs... 250410 - Administrativ Direct Active 3/31/2025, 2:32:07 PM  Permanent
Global Reader 250410_HybridADUs... Directory Direct Active 3/31/2025, 2:37:36 PM  Permanent
«( G b

~ ENG 431 PM
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