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Defenders work in silos




Attackers think in graphs, surveying potential attack paths
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That become successful breaches If left unaddressed
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Security teams
need aforce
multiplier

©

Attacks happen in minutes and hours,
not days or months

Attackers are taking advantage of
security silos

Not enough bandwidth to address
risk exposure effectively
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https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
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https://azure.microsoft.com/marketplace/
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https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
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https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
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https://aka.ms/spa
https://aka.ms/PAW
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
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Break down silos with a unified analyst experience
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Home

Incidents & alerts
Hunting

Actions & submissions
Threat intelligence
Secure score

Learning hub

Trials

Partner catalog

Assets
Devices

Identities

Endpoints

Vulnerability management
Partners and APIs
Evaluation & tutorials

Configuration management

Email & collaboration
Investigations

Explorer

Review

Campaigns

Threat tracker

Exchange message trace

Attack simulation training

Microsoft Defender

Home

ITDR Deployment Health

Protect your |dentities and Identity Infrastructure with
Microsoft Defender for Identity and Azure Active
Directory |dentity Protection.

Deployment
MDI Sensors deployment 1/1
————————————————— |

MDI health alerts

. Low - Medium 2 more

License

Defender for Identity
Available

Azure AD Identity Protection
Available

Quick guides
What is Microsoft Defender for Identity?

Zero Trust with Microsoft Defender XDR

Quick installation guide

Devices at risk

17 Devices at risk

Device Risk level
parkcity-win10s A High
parkcity-win10r A High

P Search

Connected SaaS apps

Defender for Cloud Apps protects your SaaS apps
with security configuration recommendations, threat
protection and information protection. Learn more

SaaS app connectors by health status

Healthy Needs attention

4 0

Connection errors

Connect your Saa$ apps

Users at risk

116 users at risk

M High Risk M Medium Risk Low risk

View all users

Simulation

Microsoft Secure Score

Secure Score: 49.7%

676.85/1362 points achieved

Microsoft Secure Score is a representation of your
organization's security posture, and your opportunity
to improve it.

Score Jast calculated 11/09

100%

50%

0%

T NP A © & >N
RO O S R N
@ P O @SS N

Identity 67.82%
=0 - ——~—1

Data 100%
-— £t el
Device 48.11%
l=——— 1

Apps 44.19%
I

Improve your score View history

Simulate a cross-product attack

Run this simulation to safely replicate a fileless attack on an endpoint followed by reconnaissance against a domain
controller, and experience how Microsoft Defender XDR provides cross-product detection, alert correlation, and self-

healing remediation playbooks.

00 Guided tour Vv

Device compliance

66% noncompliant
Intune device compliance status
——— |

M Compliant
M In grace period

Noncompliant
Not evaluated

View details

Attack simulation training

Did you know ?

* Phishing is a number one security threat

* Phishing simulation is mandated as part of
regulations

* Phishing simulation can reduce phishing
attacks by 40%

92% users have not
experienced the
simulation

Simulated users

. Simulated Users 1 more

Go to Attack simulation training

Learn more about Attack simulation training

= Woodgrove

# What'snew? % Community -+ Add cards

Devices with active malware

3 affected device(s)

Applies to Intune-managed devices. Devices with
multiple malware detections may be counted more
than once.

Updated 11/09/2023

View details

Device health

Active Devices: 46

Device health state

Misconfigured Inactive

0 114

Active agents over time

65

55

45

B Active devices



Case study: BEC andAITM

Microsoft Defender XDR Automation disables the

Microsoft Defender XDR Automation disables the 03 ARAf . AA Y co!npromlsed account, removes
“o 3 AAf  AAY. + compromised account and sequence of events inbox rule, and quarantines
connectionto AITM invalidates the token possibly related to . attacker-sent email
%Y - AT vap A orp ~ATAz TA]
T+0 T+10m T+10m T+10m T+2h T+4h T+4h T+4h T+5h T+5h T+6h
A : : : : : : : : : :
o) e o @ X o o & o e X o o o
Attacker
Use eives
phishing email User opens User goes to
with .html the attachment. the site and
attachment £A3 A A 23 Aentefs
connects to credentials
. the IP address )
Initial 1.2.34 Credential
access access
User

execution



From reactive and manual to proactive and automated
Al-powered. Continuous. Autonomous.

Disrupt attacks in realtime
i ©)
Q
@

Incident

v Unify the investigation
experience and
accelerate response

Analyze attack paths
and reduce exposure



Transform SecOps with a unified platform

Extended detection and response (XDR)

Security information and event management (SIEM)

Cloud security

Exposure management

Artificial intelligence

Threat intelligence

9

Protection and disruption across platforms

Flexible detection across digital estate

Protection from code to runtime

Reduced exposure across digital estate

Al-powered SOC

Comprehensive threat insights

® @ @® @ @ @



Connect all datato MICrosoft Sentinel with out -of-the-box connectors

Application

S e e e e e e e e e e e e e e e e e e

Apache HTTP Server
Apache Tomcat
Atlassian Confluence
Box

GitHub

Jboss

Microsoft Dynamics 365
Microsoft Office 365
Microsoft Teams

Nginx

Oracle Database

Oracle WebLogic Server
SAP

Salesforce Service Cloud
SIGNL4 Mobile

Slack

Snowflake

SQL PaaS

The Hive

Workplace from Facebook
Zoom

350+ out-of-the-box connectors | 200+ Microsoft created solutions | 280+ community contributions | 21K GitHub commits

Cloud provider

AWS Cloudtrail

AWS GuardDuty

AWS VPC Flow

Azure Activity

Azure DDoS Protection
Azure Defender

Azure Firewall

Azure Information Protection
Azure Key Vault

Azure Kubernetes Service
Azure Preview

Azure Storage Account
Google Apigee

GCP Audit Logs

GCP Security Command Center
GCP DNS

GCP IAM

Google Workspace
Microsoft Entra ID

Oracle Cloud Infrastructure

= =) =) ] =) e =) e =) e =) e =) e =) e =) =) =0) =

IT operations
AgileSecAnalytics
Atlassian Jira

Cisco UCS
Corelight

Ivanti Unified Endpoint
Management
NXLogBSM macOS
NXLogLinux

Orca Security Alerts
VvArmour Application
Controller
VMwareESXi
Contraforce

Cribl

Pure

Valence

= =) = = = = == =) =] =) =] =2 =

Network firewall
AWS S3 Web App Firewall
Check Point
Cisco ASA

Cisco Firepower
Cisco Meraki
CloudFlare

F5 BiglP
Forcepoint
Fortinet Fortigate
Juniper SRX
Palo Alto Panos
SonicWall
Sophos XG
Windows Firewall
Palo Alto

= =) =) =) =) =) e = = = =) =) = = =

Web application firewall

1 Azure Web Application Firewall

1
1
1

Barracuda
Citrix
Impreva

Threat protection

A Abnormal Security
AAgari

AAIShieldAl Security
A Akamai

AAlcide KAudit

Insider threat and user
entity behavior analytics

f
|l

FalconFridayContent
Microsoft Insider Risk
Management

AAlsid for AD

A Armorblox

A Automated Logic WebCTRL
ABetter MTD

ABlackberry Cylance

A Contrast Protect
ACyberpion

Information protection and
data loss prevention

=) =) =) =0) == =0)

Broadcom

Cognni

Digital Guardian
Forcepoint

NC Protect Data Connector
SquadraTechnologies

Vulnerability management

=) = =) = =) =) =) = =5 =)

Beyond Security
InsightVM CloudAPI
Onapsis

Qualys VM
Tenableio
CyberArk

Cyborg

Ermes
RidgeSecurity
Seraphic

Identity

Cisco Duo Security
Cisco ISE
CyberArk
ForgeRock
Microsoft Defender
for Identity

Okta Single SigrOn
Oneldentity
PingFederate

RSA SecurlD
1Password
Transmit

Silverfort

=) =0) =) =) =5) = =) =] =) =) =0 =1

Networking

Aruba ClearPass
DNS

Infoblox NIOS
NXLogAIX
NXLogDNS Logs
Ubiquiti UniFi
Gigamon
Infoblox

= =) = =) =) =) =) =

Email security

i Cisco SEG

1 Proofpoint On Demand

1 VMRayEmail Threat Defender
1 Cisco

1 SlashNext

Endpoint security
Cisco Secure Endpoint
CrowdStrike Falcon
Microsoft Defender
for Endpoint
SentinelOne

Symantec Endpoint Protection

Trend Micro Apex One

Trend Micro Vision One (XDR)

VMWare Carbon Black

Threat intelligence

Recorded Future

Reversing Labs
RiskIQIllluminate
TitaniumCloud File Enrichment
Cognyte

CTM

Cybersixgill

Cyware

= =) = =) =] = = =

1
1
1
1
Y Sophos Endpoint Protection
1
1
1
1

loT

1 Claroty

1 Microsoft Defender for loT
1 Phosphorus

1 Radiflow

Network security

il

=) = =] =] =) =] =] = =

=] =) =) =) =) =) =) =

= = =

Awake Security Arista
Networks

Cisco Stealthwatch

Cisco WSA

Citrix Analytics for Security
F5 Networks (Data)
FireEye Network Security
Forescout

IronNet Collective Defense
Juniper IDP

McAfee Network Security
Platform

Perimeter 81

Pulse Connect Secure
SquidProxy

Symantec Proxy SG
Symantec VIP

Vectra

Watchguard Firebox
WireX Network Forensics
Platform

FortiNDRCloud

lllumio

xDome

ADarktrace

ADeception Honey Tokens
ADelineaSecret Server
ADev-0537 Detection & Hunting
AElastic

AESET Enterprise Inspector
AESET PROTECT
AExtraHop Reveal(x)
AFlare Systems Firework
AHYAS Insight

APalo Alto Cortex XDR

1 lllusive Attack Management
System

Infoblox Cloud Data Connector
Kaspersky Security Center
Log4j Vulnerability Detection
Lookout Mobile Threat Defense
McAfee ePolicy Orchestrator
Microsoft Defender XDR
Microsoft Defender for
Office 365

Morphisec UTPP

Proofpoint TAP

SailPoint

Security Threat Essentials
SemperisDirectory

Services Protector

Sophos Cloud Optix
Symantec Integrated Cyber
Defense ExchangeiCDX)
Threat Analysis Response
Trend Micro Deep Security
Zimperium Mobile

Threat Defense

=) = =) = =] =] =

= =) =) =) =) =) =

= = =

Compliance

AcmmcC

AMaturity Model for Event
Log Management M2131

ANIST SP 80053

A senservaOffer

ASonrai Security

AZero Trust (TIC 3.0)

APrancer

Cloud security
BarracudaCloudGen Firewall
Bitglass

Cisco Umbrella
Forcepoint CASB
Forcepoint CSG
Microsoft Defender for
Cloud Apps

Netskope

PAN Cortex Data Lake
PAN Prisma

Trend Micro Cloud
App Security

Zscaler

Wiz

=] =) =) =) = =) —) =) =) =0) == =0)

For a full list go to aka.ms/SentinelConnectors | >



https://aka.ms/SentinelConnectors

Example: Auxiliary logs and summary rules in action

®
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Bring in verbose firewall Summary rule Aggregated data is Drill down into logs
data to the Auxiliary logs aggregates logs routed to analytics, for further investigation
tier, storing it in a fully by IP address to detect anomalies or hunt for 1oCs

managed Saa$ solution



*based on Microsoft
internal research

Enhance detection
Unified SecOps platform expands Defender XDR capabilities to Microsoft Sentinel data

Protection on day one with Correlate incidents 50% faster Save money on
Microsoft curated detections and reduce the noise by 86%* XDR ingestion

multiple endpoints




Flexible ingestion and retention options
Reduce costs while you ingest more security data

Analytics logs

Security and activity logs

Ingestion cost: $4.30 per GB
90-day retention included, can be extended
All features are supported at no extra cost

N%

Long-term retention
Storage for analytics and auxiliary logs

Auxiliary logs
High-volume, investigation logs
Ingestion cost: $0.15 per GB

30-day retention included
Queries: $0.005/GB data analyzed

N

Retention: $0.02 per GB per month
12 years of retention for analytics and auxiliary logs

Accessible through search jobs and log restore

Pricing information is accurate as of November 15, 2024 and subject to change.



Microsoft Sentinel free trial

Ingest up to 10GB/day of Microsoft Sentinel and Log Analytics  for
free for the first 31 days

Microsoft Azure Monitor

Sentinel Log Analytics




Microsoft Sentinel benefit for Microsoft 365 E5,
A5, F5 and G5* customers

on a typical 3,500 seat deployment of Microsoft 365 E5 with up to
5MB per user/day of free data ingestion into Microsoft Sentinel

Applied automatically at the end of the month — no enrollment or nomination process

Eligibility: Microsoft 365 E5, A5, F5 and G5* or Microsoft 365 ES, AS, F5 and G5* security customers

Data sources included in the offer:

» Azure Active Directory (Azure AD) sign-in and auditlogs > Microsoft Information Protection logs

» Microsoft Cloud App Security shadow IT discovery logs » Microsoft 365 advanced hunting data



https://azure.microsoft.com/en-us/offers/sentinel-microsoft-365-offer/

Microsoft Sentinel + Microsoft Defender for Cloud Benefit

Microsoft Microsoft Defender

Sentinel for Cloud

500 MB free data ingestion per node per day
If Microsoft Sentinel and Microsoft Defender share the same workspace

If subscribed to Microsoft Defender plan 2 servers

Qualifying data types
» SecurityAlert

» SecurityEvent
» SecurityBaseline

» WindowsFirewall

» SecurityBaselineSummary » SysmonEvent

» SecurityDetection
» Update

» ProtectionStatus

» UpdateSummary



Always free data sources

Azure Activity Logs

Office 365 Audit Logs, including:

A All SharePoint activity
A Exchange admin activity

A Teams

Alerts from:

A Microsoft Defender for Cloud A Microsoft Defender for ldentity
A Microsoft 365 Defender A Microsoft Defender for Endpoint

A Microsoft Defender for Office 365 A Microsoft Defender for Cloud Apps



Microsoft Security Exposure Management

Entity resolution and enrichment

User SaaS app
Clean, normalize, aggregate, deduplicate, contextualize @ AN
. Device ‘
Vulnerability management Aoy Attack surface discovery
Microsoft | Qualys| Tenable metadat] e Continuously discover, inventory
““““ and+ %Y A3 CAA T ° . E3 Af3 %Ap
Email security @ asset attack surface
Microsoft | Proofpoint | Avanan o h | ) A \ NS
perationa ) Al o
Identity security usage = g @
Microsoft | Okta | Duo = @ @ @)
h Device
5 b b q
Endpoint security Conf(ij%t:;atlon Attack path analysis
Microsoft | CrowdStrike | SentinelOne Prioritize weaknesses by considering
Cloud A3 T AA T x13 A A 3 AAyS
Saas security workload moving away from the traditional
Microsoft | Obsidian | Adaptive Shield Policy state /,@ @ siloed approach
: Container
Container
IT asset management loT
_ . DN E
Microsoft | ServiceNow " (w)
Security
: findin
Cloud security cifES
Microsoft | Wiz | Palo Alto Prisma Cloud /N securiy risk & Asset value 8 Business onnel Unified exposure insights
Understand your security exposure
External attack surface Health state —> Relationship - Attack path
Microsoft | Censys

and strategically reduce your

YBAU Y ETA- %Y, A T AAT 1



Microsoft Defender | contosohotels.com

Exposure management Exposure management OVerVieW [ Add a suggestion (1D Guided tour
Overview

Your assets, at a glance Vulnerability status

Ma HOW prOteCted |S your Onboarded devices Discovered devices
i ieati 33 589

Attack paths organization?

Attack surface

Devices with Critical vulnerabilities

Devices with High vulnerabilities

E "
Exposure insights Internet facing devices Cloud resources Identities

Initiatives ; t :" d o 0 7.7]’(

Metrics

Devices with Zero day vulnerabilities

Recommendations

Events Key initiatives

Secure score
EX p O S u re Ransomware Protection Endpoint Security e Business Email Compromise - Financia... Cloud Security [Preview]

Data connectors 60% 50% 74% 84%

Management |

Endpoints

Identities Top metrics Attack surface map Critical asset summary

o Critical assets
m. ration Name Curren Search
Email & collaboratiol L urrent v

IO

% of missing best practices for devices against "On-premise.

Cloud apps W
PP W Critical asset management

[}
3

% of endpoints where the host Firewall is disabled or misco..

Reports
View in device inventory

IO

% Azure relational database without geo-redundant backup...
Health

High

7

IO

Permissions % containers images with high severity vulnerabilities
Lo ) Critic wi s Internet-facing critical devices

Settings s i X 3

% of missing best practices in Sharepoint Admin Center to ...

More resources % 7 : z G Devices Identities Cloud
% storage accounts without network access restriction usin...

o

Total assets tal asset: Total asset
Critical cloud resources
https://sip.security.microsoft.com/exposure-overview?tid =4b2462a4-bbee-495a-a0e 1-f23ae524cc... 589 7609 18427 Critical | resourc
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