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Cyberataki stajń siŉ coraz czŉstsze i bardziej wyrafinowane

Bezpieczeœstwo nigdy nie byĠo tak krytyczne

Ŝrodowisko technologiczne staje siŉ coraz bardziej zĠoũone

Infrastruktura hybrydowa i multicloud , rozwińzania SaaS, praca zdalna, BYOD

Rosnńce wymagania sektorowe i regulacyjne

Compliance, normy , certyfikacje, regulacje, 
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Defenders work in silos

Email & collaboration Endpoints Identities Data Workloads



Attackers think in graphs, surveying potential attack paths
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Security teams 
need a force 
multiplier



https://aka.ms/MCRA
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https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection?view=o365-worldwide
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://support.office.com/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://docs.microsoft.com/azure/defender-for-iot/
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview:~:text=Azure%20Active%20Directory%20(Azure%20AD)%20Identity%20Governance%20allows,critical%20assets%20--%20while%20ensuring%20employee%20and
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key#:~:text=User%20registration%20and%20management%20of%20FIDO2%20security%20keys,method%20and%20choosing%20Security%20key.%20More%20items...%20
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
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https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
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https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
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Microsoft 
Sentinel

Microsoft Defender XDR
Incidents, investigations, threat hunting, threat analytics

Break down silos with a unified analyst experience
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Single portal experience

Playbook automation

Semantics and meaning

Unified entity definitions 

Signal sharing

Intelligent capabilities





Case study: BEC and AiTM
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From reactive and manual to proactive and automated
AI-powered. Continuous. Autonomous. 

Disrupt attacks in real-time

Unify the investigation 
experience and 
accelerate response 

Analyze attack paths 
and reduce exposure 

Incident



Transform SecOps with a unified platform



Connect all data to Microsoft Sentinel with out -of-the-box connectors  

Application
¶Apache HTTP Server

¶Apache Tomcat

¶Atlassian Confluence

¶Box

¶GitHub

¶ Jboss

¶Microsoft Dynamics 365

¶Microsoft Office 365

¶Microsoft Teams

¶Nginx

¶Oracle Database

¶Oracle WebLogic Server

¶SAP

¶Salesforce Service Cloud

¶SIGNL4 Mobile

¶Slack

¶Snowflake

¶SQL PaaS

¶ The Hive

¶Workplace from Facebook

¶ Zoom

Information protection and 
data loss prevention
¶Broadcom

¶Cognni

¶Digital Guardian

¶ Forcepoint

¶NC Protect Data Connector

¶SquadraTechnologies

Vulnerability management
¶Beyond Security

¶ InsightVM CloudAPI

¶Onapsis

¶Qualys VM

¶ Tenableio

¶CyberArk

¶Cyborg

¶Ermes

¶RidgeSecurity

¶Seraphic

Cloud provider
¶AWS Cloudtrail

¶AWS GuardDuty

¶AWS VPC Flow

¶Azure Activity

¶Azure DDoS Protection

¶Azure Defender

¶Azure Firewall

¶Azure Information Protection

¶Azure Key Vault

¶Azure Kubernetes Service

¶Azure Preview

¶Azure Storage Account

¶Google Apigee

¶GCP Audit Logs

¶GCP Security Command Center

¶GCP DNS

¶GCP IAM

¶Google Workspace

¶Microsoft Entra ID

¶Oracle Cloud Infrastructure

Identity
¶Cisco Duo Security

¶Cisco ISE

¶CyberArk

¶ ForgeRock

¶Microsoft Defender

for Identity

¶Okta Single Sign-On

¶OneIdentity

¶PingFederate

¶RSA SecurID

¶ 1Password

¶ Transmit

¶Silverfort

IT operations
¶AgileSecAnalytics

¶Atlassian Jira

¶Cisco UCS

¶Corelight

¶ Ivanti Unified Endpoint 

Management

¶NXLogBSM macOS

¶NXLogLinux

¶Orca Security Alerts

¶ vArmour Application 

Controller

¶VMwareESXi

¶Contraforce

¶Cribl

¶Pure

¶Valence

Networking
¶Aruba ClearPass

¶DNS

¶ Infoblox NIOS

¶NXLogAIX

¶NXLogDNS Logs

¶Ubiquiti UniFi

¶Gigamon

¶ Infoblox

Endpoint security
¶Cisco Secure Endpoint

¶CrowdStrike Falcon

¶Microsoft Defender 

for Endpoint

¶SentinelOne

¶Sophos Endpoint Protection

¶Symantec Endpoint Protection

¶ Trend Micro Apex One

¶ Trend Micro Vision One (XDR)

¶VMWare Carbon Black

Network firewall
¶AWS S3 Web App Firewall

¶Check Point

¶Cisco ASA

¶Cisco Firepower

¶Cisco Meraki

¶CloudFlare

¶ F5 Big lP

¶ Forcepoint

¶ Fortinet Fortigate

¶ Juniper SRX

¶Palo Alto Panos

¶SonicWall

¶Sophos XG

¶Windows Firewall

¶Palo Alto

Email security
¶Cisco SEG

¶Proofpoint On Demand

¶VMRayEmail Threat Defender

¶Cisco

¶SlashNext

Threat intelligence
¶Recorded Future

¶Reversing Labs

¶RiskIQIlluminate

¶ TitaniumCloud File Enrichment

¶Cognyte

¶CTM

¶Cybersixgill

¶Cyware

IoT
¶Claroty

¶Microsoft Defender for IoT

¶Phosphorus

¶Radiflow

Web application firewall
¶Azure Web Application Firewall

¶Barracuda

¶Citrix

¶ Impreva

Insider threat and user 
entity behavior analytics 
¶ FalconFridayContent

¶Microsoft Insider Risk 

Management

Network security
¶Awake Security Arista 

Networks

¶Cisco Stealthwatch

¶Cisco WSA

¶Citrix Analytics for Security

¶ F5 Networks (Data)

¶ FireEye Network Security

¶ Forescout

¶ IronNet Collective Defense

¶ Juniper IDP

¶McAfee Network Security 

Platform

¶Perimeter 81

¶Pulse Connect Secure

¶SquidProxy

¶Symantec Proxy SG

¶Symantec VIP

¶Vectra

¶Watchguard Firebox

¶WireXNetwork Forensics 

Platform

¶ FortiNDRCloud

¶ Illumio

¶ xDome

Threat protection
ÅAbnormal Security

ÅAgari

ÅAIShieldAI Security

ÅAkamai

ÅAlcide KAudit

ÅAlsid for AD

ÅArmorblox

ÅAutomated Logic WebCTRL

ÅBetter MTD

ÅBlackberry Cylance

ÅContrast Protect

ÅCyberpion

ÅDarktrace

ÅDeception Honey Tokens

ÅDelineaSecret Server

ÅDev-0537 Detection & Hunting

ÅElastic

ÅESET Enterprise Inspector

ÅESET PROTECT

ÅExtraHopReveal(x)

ÅFlare Systems Firework

ÅHYAS Insight

ÅPalo Alto Cortex XDR

¶ Illusive Attack Management 

System

¶ Infoblox Cloud Data Connector

¶Kaspersky Security Center

¶ Log4j Vulnerability Detection

¶ Lookout Mobile Threat Defense

¶McAfee ePolicyOrchestrator

¶Microsoft Defender XDR

¶Microsoft Defender for 

Office 365

¶Morphisec UTPP

¶Proofpoint TAP

¶SailPoint

¶Security Threat Essentials

¶SemperisDirectory 

Services Protector

¶Sophos Cloud Optix

¶Symantec Integrated Cyber 

Defense Exchange (iCDX)

¶ Threat Analysis Response

¶ Trend Micro Deep Security

¶ Zimperium Mobile 

Threat Defense

Compliance
ÅCMMC

ÅMaturity Model for Event 

Log Management M2131

ÅNIST SP 80053

ÅSenservaOffer

ÅSonrai Security

ÅZero Trust (TIC 3.0)

ÅPrancer

Cloud security
¶Barracuda CloudGenFirewall

¶Bitglass

¶Cisco Umbrella

¶ Forcepoint CASB

¶ Forcepoint CSG

¶Microsoft Defender for 

Cloud Apps

¶Netskope

¶PAN Cortex Data Lake

¶PAN Prisma

¶ Trend Micro Cloud 

App Security

¶ Zscaler

¶Wiz

For a full list go to aka.ms/SentinelConnectors

https://aka.ms/SentinelConnectors


Example: Auxiliary logs and summary rules in action
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Enhance detection



Flexible ingestion and retention options



Microsoft Sentinel free trial

Ingest up to 10GB/day of Microsoft Sentinel and Log Analytics for 

free for the first 31 days

Microsoft 
Sentinel

Azure Monitor 
Log Analytics



Save up to US $2,200/month

https://azure.microsoft.com/en-us/offers/sentinel-microsoft-365-offer/


500 MB free data ingestion per node per day 

If Microsoft Sentinel and Microsoft Defender share the same workspace

If subscribed to Microsoft Defender plan 2 servers 



Azure Activity Logs

Office 365 Audit Logs, including: 
ÅAll SharePoint activity 

ÅExchange admin activity

ÅTeams

Alerts from: 
ÅMicrosoft Defender for Cloud

ÅMicrosoft 365 Defender

ÅMicrosoft Defender for Office 365

ÅMicrosoft Defender for Identity

ÅMicrosoft Defender for Endpoint 

ÅMicrosoft Defender for Cloud Apps



Microsoft Security Exposure Management

Entity resolution and enrichment

Clean, normalize, aggregate, de-duplicate, contextualize

Vulnerability management
Microsoft | Qualys | Tenable

Email security
Microsoft | Proofpoint | Avanan

Identity security
Microsoft | Okta | Duo

Endpoint security
Microsoft | CrowdStrike | SentinelOne

SaaS security
Microsoft | Obsidian | Adaptive Shield

IT asset management
Microsoft | ServiceNow

Cloud security
Microsoft | Wiz | Palo Alto Prisma Cloud

External attack surface
Microsoft | Censys
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Container

Business ownerSecurity risk Asset value

Relationship Attack path
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Attack surface discovery
Continuously discover, inventory 

and±½¼Ã³ÇÃÄ¯º·É³ Ã¶³ ½Àµ¯¼·É¯Ã·½¼ Â
asset attack surface

Attack path analysis
Prioritize weaknesses by considering 

Ã¶³ ¯ÃÃ¯±¹³À Â ¾³ÀÂ¾³±Ã·Å³0
moving away from the traditional 

siloed approach

Unified exposure insights
Understand your security exposure 

and strategically reduce your 
½Àµ¯¼·É¯Ã·½¼ Â ¯ÃÃ¯±¹ ÂÄÀ´¯±³
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