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Move Faster
Migrate 

From:
Migrate To:

• Active Directory

• Windows Server

• Gmail/G Drive

• SharePoint

• Backup and recovery

• Reporting

• User and group management

• GPO management

• AD health and availability

• Office 365 license management

• Assess permissions to identify 

vulnerabilities

• Audit and alert on suspicious 

activity

• Remediate vulnerabilities and 

mitigate risk

• Investigate and recover from 

breaches

• OneDrive

• File shares

• Box/Dropbox

• Teams

• Exchange

• PSTs/Archives

• Lotus Notes

• Office 365

Stay in Control Tighten Security

• Office 365

• Active Directory

• Exchange

• SharePoint

• OneDrive for Business

• Teams

End-to-end support for your next challenge



Cyber resilience
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Active Directory & Entra ID are critical to managing identities and providing access

Active Directory/Entra ID
Primary authentication and access provider

Endpoints
Computers, tablets, 

phones – the devices 

used to consume 

business resources

Files
Unstructured data stored 

in folders on servers and 

in the cloud

Databases
SQL Server, Oracle, MySQL, 

Postgres + others

Applications

Office 365, Teams, 

SharePoint, Exchange.

Cloud Apps (SaaS),

Bespoke apps

Identity is the keystone

“Executives should 
understand that at least 90% 

of their organization is 
dependent on AD to 

function.”

VP of enterprise services company
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Define Critical Assets
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An ordinary user 

Tier ZeroPath to Critical Assets
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Map every Attack Path using 
every misconfiguration, 
every relationship
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Identify choke points
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BART

Member Of

HELPDESK

Admin To

TIER 2 
SUPPORT

PAYMENT-01

Has Session

DOMAIN ADMINS

Add Member

A user was 

phished. 

The user 

was a 

member of 

a group.. 

…which was a 

member of 

another group…

…which had local 

admin privileges over 

a system.

A high privilege service 

account was logged on to that 

system. 

The attackers stole that service 

account’s password. 

AUSTON-ADM

That service account 

had the “Add 

Members” privilege 

on the Domain 

Admins group.

An Attack Path
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Five principles to cover all the bases of your cyber resilience strategy

The NIST Framework

Identify

Recover

Respond

Detect

Protect

Hybrid AD 

cyber 

resilience 

lifecycle

Assets, policies, vulnerabilities & risk

Identify

Limit the impact of a cybersecurity event

Protect

Continually monitor for anomalies 
Detect

Take appropriate action

Respond

Restore impaired services or capabilities

Recover



Best Practices to protect AD
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Consolidate forests and domains.

Remove unused groups and software.

Regularly review and update group policies.

Implement least privilege access.

Reducing Attack Surface
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Manage privileged accounts effectively.

Use role-based access control (RBAC).

Limit administrative privileges.

Tier-0 model.

Strengthening Access Control
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Attackers want Tier 0

Domain Controllers Built-in admin groups Privileged user 

accounts
Group Policy Objects 

(GPOs)
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On Prem Tier Zero

• Tier 0 expands to become the control plane and addresses all 
aspects of access control, including networking where it is the 
only/best access control option, such as legacy OT options.

• Management plane – for enterprise-wide IT management 
functions. 

• Data/Workload plane – for per-workload management, which is 
sometimes performed by IT personnel and sometimes by 
business units.

• User access – which includes all B2B, B2C, and public 
access scenarios.

• App access – to accommodate API access pathways and 
resulting attack surface.

(Image Credit: Microsoft)
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Monitor direct changes.

Monitor nested group changes.

Set alerts for suspicious activity.

Regularly review group membership.

Monitoring Privileged Groups
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Direct assignment of administrative rights to any user.

Password changes in critical accounts.

Multiple failed login attempts.

Logins from unknown locations.

Alerts for Suspicious Activity
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Review permissions in privileged groups.

Update patches in systems regularly.

Conduct regular audits of access rights.

Use automated tools for permission analysis.

Reviewing Access Control
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Automate threat detection.

Automate remediation of security issues.

Use AI for predictive security analytics.

Implement continuous monitoring.

Automating Security
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Collect logs from all systems.

Consolidate data for better analysis.

Use SIEM systems for log management.

Implement real-time alerting.

Centralizing Event Information
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Regular backups.

Test recovery plans frequently.

Ensure data redundancy.

Implement disaster recovery procedures.

Planning Business Continuity
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Automatically detect inactive accounts.

Remove unused objects and groups.

Regularly review and update AD schema.

Use automation tools for AD cleanup.

Automatic Cleanup of AD Objects



Top 5 modern Active 

Directory threats
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Irregular Domain Controller Registration Events (DCShadow)

The Attack:

• DCShadow is a feature in mimikatz located in the lsadump module. It simulates the behavior of a 

Domain Controller to inject its own data, bypassing most of the common security controls

How We Detect (The Search):

• So, we need to detect irregular domain controller registration activity because it would have come 

from an adversary act pretending to be a DC

• Hopefully will never generate an event.  

How we Inform:

• An alert should be configured for immediate notification if this event is triggered

TIP: For the rest of the searches in this presentation, an alert should be immediately configured.

Event Filter to 

run

https://github.com/gentilkiwi/mimikatz
https://github.com/gentilkiwi/mimikatz/wiki/module-~-lsadump
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Irregular Domain Replication Activity Events (DCSync)
The Attack:

• DCSync is an attack that allows an adversary to simulate the behavior of a domain controller and 

retrieve password hashes through domain replication.

How we Detect (The Search): 

• So, we need to detect irregular domain replication activities

• Question? How is DCSync connected to DCShadow as far as CA is concerned? (The origin value 

would be the same)

• Keep in mind – often DCSync happens before a Golden Ticket attack, so maybe an alert for both of 

them combined would make better sense – minimize alerts (call it DCSync & DCShadow).

• BTW, Exclude the MSFT SYNC Account, it generates most of the noise.

Event Filter to 

run

https://attack.stealthbits.com/how-golden-ticket-attack-works
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The Attack:

• In short, Kerberos authentication — the default authentication protocol in Active Directory — is built 
upon the assumption that any TGT encrypted with the KRBTGT password hash is legitimate.

• As Bryan Patton put it in his blog: “However it’s obtained, the KRBTGT password hash is like Willy 
Wonka’s golden ticket. With it in hand, a hacker can create a Kerberos ticket to impersonate any AD 
user they want, including privileged administrators. Moreover, they can make those tickets valid for 
as long as they want, even if that violates the organization’s time limit policy setting (8-10 is the 
default). That gives them nearly unlimited power in the domain.”

How We Detect (The Search):

• So, we show the who, what, origin, when on A Kerberos user ticket that exceeds the maximum 

ticket lifetime was used: by/on computer/Ticket lifetime

• What do you think the possibility is for someone to steal a copy of the DIT file conveniently 

search for and find the KRBTGT password hash? What Can we Do? (PROTECT THE DIT FILE)

Kerberos user ticket events that exceed the maximum ticket lifetime 

Event Filter to 

run

(Golden Ticket)

https://blog.quest.com/golden-ticket-attacks-how-they-work-and-how-to-defend-against-them/
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Service account used out of band

The Attack:

• Adversaries are always looking for non-traditional ways to hack into 

environments. One possible hack is to compromise a service account 

and use its granted ticket to move laterally within an environment

How We Detect (The Search):

• Every service should have an origination defined of how that account is to 

be used.  For example, with APPLICATION (GPOADmin) the account 

originating data should only ever be from the APPLICATION (GPOADmin) 

server.  If change happens outside of that one server, alerts should be 

configured.

• So, our event is any event where the who is the service account and 

the origin machine for the service account event is not the original 

server hosting the service (in our example, Origin is the GPOAdmin 

server)

Event Filter to 

run
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Changes to Membership of local “administrators” group

Attack Path:

• One password can unlock many local admin account.  

• It is very common to see the same password assigned to all/most local administrator accounts in 

the organization. It makes the life of IT staff and helpdesk technicians very easy

• Windows caches the passwords as hashes to facilitate single sign-on. If an attacker gains access to a 

system, all that is needed is to get the hash (with tools like Mimikatz) and pass the hash to move 

freely in the environment. 

How we Detect (The Search):

• Placing local group events under watch would be a first good step to minimize to control who should be 

local admins all together. At a minimum you should detect for member changes to local group

• Can you eliminate local admins all together? (No) Are they a separate tiered access level and each one 

should have a very strict long password?

Event Filter to 

run



DEMO
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Change Auditor
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Easy to read, normalized 5W events

Who When
WorkstationWhere

What

Before and after values
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Secure Cloud

Storage

Clean OS level

recovery

Automatic 

backups

Install Active 

Directory

Do not 

Recover

Disaster Recovery for Identity - Active Directory

Disaster Recovery 

from the cloud

  Active DirectoryOther 

Recovery 

Methods

Granular 

Object 

Recovery
Recovery in 

Phases

Comparison

Reports

Dark Blue: Available Now

Light Blue: Coming Soon
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Quest Security Guardian

Security Guardian is designed to:

• Identify vulnerabilities and 
misconfigurations

• Detect potential malicious activities 
by attackers

• Enable defenders to implement 
security controls

Grasp "what happened, are we exposed, and how do we fix it?”
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Security Guardian combines 4 pillars of the NIST 
framework for Active Directory Security

• Assess and mitigate exposures against industry 
best practices

• Lock down critical objects, including sensitive 
GPOs, from compromise and misconfiguration

• Unmatched 5W forensics and AD threat protection 
to reduce alert fatigue and integrate with your 
SIEM

Competitive Differentiation: 
See Something. Do Something.

WHO

WORKSTATION

WHAT

WHERE

WHEN 

Rebuilding an AD object that was improperly modified 
could take hours, which would impact operations…the 

Quest object protection enables us to prevent such issues 
from arising in the first place. 

– Alessandro Bottin, Global Infrastructure & Operation Manager, 

Prysmian Group



quest.com | confidential Where Next Meets Now.

Five principles to cover all the bases of your cyber resilience strategy

The NIST Framework

Identify

Recover

Respond

Detect

Protect

Hybrid AD 

cyber 

resilience 

lifecycle

Assets, policies, vulnerabilities & risk

Identify

Limit the impact of a cybersecurity event

Protect

Continually monitor for anomalies 
Detect

Take appropriate action

Respond

Restore impaired services or capabilities

Recover
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Benefits: 
• Summarize AD security posture, including 

critical and high findings
• Identify and list Tier Zero objects
• Analyze key security hygiene items
• Obtain extensive findings in CSV format
• Review findings with Quest experts

The Quest Security Assessment provides a two-week license of Security Guardian and support from Quest 
pre-sales to install the on-premises hybrid collection agent in any environments scoped for inclusion in the 
assessment.

Free AD security assessment



Where Next Meets Now.quest.com | confidential

Thank You

Marcin.Michalewicz@quest.com
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